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ONDAS Y ANTENAS
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Espectro de radio (ITU)
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radio,
AM radio, UHF television, satellite astronomy,
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Mas tipos de antenas

Patch

<— Patch Substrate

Slot Aperture

&——— Ground

) «—— Feeding Substrate

Feed Port

N\ r.
Microstrip Antenna
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Propagacion

VHF and UHF VHF and UHF

300kHz - 3MHz 3MHz - 30 MHz



Onda corta
https://www.short-wave.info/

XHoATA

0 Vi
I
\-DM

satellite
¥

___________ 200
E

o 130
¢ E

30 ha[') = 100 1D ]al:lerr’ﬁ".; i 100
Gh Dioyer 2

T

n
]

a0

b — g
f <30 MHz Radio waves(reflected by ionosphere)

f between 30 MHz and 30 GHz (pass through atmosphere)

=]

500 1,000 1,500 2,000 2,500 2,000 3,500
distance (km)
1993 Encyclopedia Britannica, Inc.

S00 1,000 1,500 2,000 2,500 3,000 2,500
distance (km)



https://www.short-wave.info/

MODULACIONES



Modulaciones

Amplitude Modulation (AM) Frequency Modulation (FM) Digital Modulation
Input (Modulating Wave) Input (Modulating Wave) Input (Modulating Wave)
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Carrier Carrier Carrier
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Modulated Result Modulated Result Modulated Result




Muestreo y cuantizacion
(Analogica— Digital)




Codificacion

Amplitud

A

Tiempo

o ;1 ; 0 ; 0 1 |
| i | | | i
| | | | I

B B B

: E i | | #il
f= b R | | |- '.-r|
] 1 ] | | | |
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Estas transiciones se pueden usar
para sincronizacion

Tiempo

g

Amplitud
Tu'1;0'0i1'1|1 0
[} 1] i ] 1 I
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NRZ-L F——»
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NRZ-1
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La pr -esencia de una transicion
al principio del bit significa cero




Modulaciones
digitales
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PROTOCOLOS



Protocolo binario

Bit — 1 21019 0 M 27 to 3 32
Address | Address bits Function bits|  CRC kits Parity
Cocewyard
Bit — 1 2o 21 22 to 3 32
Message 1 Meszage bits CRC btz Parity

iZodewnyard




TPMS (Tire Presure Monitoring System)

Central
Processing Unit

b 4

Tire Pressure Monitoring
,____.--- = —.______\_-\-\ \\
Ve \Sensor at each Wheel

/ L]
f L

\_ Direct :
\TPMS \

™~

.  Tire Nozzle "'|

/ Processing & Display Unit
' (Installed in CAR Dashboard)

V4

War:ning Lamp on Dashboard


https://www.rtl-sdr.com/testing-tire-pressure-monitoring-system-sensors-with-rtl-sdr-and-rtl_433/

ADS-B (Automatic Dependent Surveillance Broadcast)

-------------
...............

Air Traffic Management cssscesvtsccssee

https://globe.adsbexchange.com/


https://globe.adsbexchange.com/

AIS (Automatic Identification System)

P,
AlS SART-to-ship I f;‘
T
f’i‘\\ e —
o N

https://www.vesselfinder.com

https://www.marinetraffic.com


https://www.marinetraffic.com/
https://www.vesselfinder.com/es

POCSAG (Radio-paging code No. 1)

148.138.000

https://www.kali.org/tools/multimon-ng/
https://github.com/EliasOenal/multimon-ng
https://paging-systems.readme.io/docs/getting-started


https://paging-systems.readme.io/docs/getting-started
https://github.com/EliasOenal/multimon-ng
https://www.kali.org/tools/multimon-ng/

HARDWARE



fs1000A
Transmisor

FS1000A / XY-M K-5V

ol ARN
XY-MK-5V $ﬁ.-—: '
Receptor fﬁ%}}‘%

- https://pypi.org/project/rpi-rf/



https://pypi.org/project/rpi-rf/

Sefales de Modulacién
Digital de Amplitud (OOK)

FS1000A 7/ XY-MK-5v

fs1000A Transistor de Antena
i conmutacion
Fooos | AT ( W
- . ) |
sclladaor : : 1 ; : :
z | — M 5 t

XY-MK-5V

Receptor
"ailed T Clrcu to Ampl ﬁcad mmmmmmmmmmmmm Datos de
AT ran intonizador | | Operacionales salida

https://programarfacil.com/blog/arduino-blog/rf-433-mhz-arduino-fs1000a/



https://programarfacil.com/blog/arduino-blog/rf-433-mhz-arduino-fs1000a/

RTL-SDR

CHOOSE A GENUINE RTL-SDR BLOG V3

ENTIRE PCB REDESIGNED
FOR LOWER NOISE
REDESIGNED THERMAL LAYOUT
IMPROVED FRONT END DESIGN (FIXES VCO LOCK PROBLEMS)
(RESULTING IN HIGHER LBAND SNR) R820T2 / BETTER LDO
(LESS NOISE AND LOWER
(sos.v?).’kglcﬁﬁgnsfum # 1PPM TCX0 VOLTAGE OPERATION) 5V LINE
FERRITE CHOKE

SMA FEMALE
CONNECTOR

v
ADDITIONALESD

CLK SELECTOR USB RF CHOKE
PROTECTION DIRECT SAMPLING CIRCUIT JUMPER  GPIO EXPANSION (REMOVES USB NOISE)
ENABLES HF RECEPTION pxpansION PORTS
(WTH LPF AND TUNED
ATTENUATION CURVES) PORTS STANDARD/OTHER BRAND RTL-SDR
1 (NOISE FLOOR FULL OF SPURS

RTL-SDR.COM M= TOUGH BLACK CONDUCTIVE AND INTERFERENCE)
IRTL2832U ZIRB60 & TCKO & BIAS-TIHF METAL ENCLOSURE

QUICKSTART: RTL-SDR.COM/QSE (REDUCES INTERFERENCE)

THERMAL PAD COOLING
(REMOVES HEAT FROM PCB AND
TRANSFERS IT TO THE METAL GASE
RESULTING IN NO HEAT RELATED
VCO LOCK PROBLEMS)

RTL-SDR BLOG V3 NOISE FLOOR
(SIGNIFICANTLY REDUCED SPURS
AND INTERFERENCE)

GENUINE GUARANTEE: RT L E
BE WARY OF INFERIOR

1]
RTL-SDR BLOG V3 COUNTERFEITS! S D R

FULL 2-YEAR WARRANTY AGAINST MANUFACTURING FAULTS
EMAIL & FORUM SUPPORT
SUPPORTS THE BLOG FOR NEW CONTENT, TUTORIALS AND PRODUCTS!

CHOOSE A GENUINE RTL-SDR BLOG V4

ENTIRE PCB REDESIGNED
FOR LOWER NOISE

IMPROVED THERMALS
TRIPLEXED FRONT (FIXES VCO LOCK PROBLEMS)

END DESIGN
(IMPROVED FILTERING) (su?fgyngtl:ﬁrfrg&sm

IMPROVED POWER SUPPLY
(REDUCED PHASE NOISE)

R828D 1PPMTCX0

SMAFEMALE
CONNECTOR

ADDITIONALESD  HF UPCONVERTER

12, CLK, POWER GPIO EXPANSION  USB RF CHOKE
PROTECTION

NOTCHFILTERS EXPANSION PORTS PORTS (REMOVES USB NOISE)

RTLR
SDRS
woe: V4

TOUGH BLACK CONDUCTIVE

METAL ENCLOSURE
(REDUCES INTERFERENCE)

RTL-SDR.COM

& RTL2832U 6R828D A TCXOABIAS T&IHF
QUICKSTART: RTL-SDR.COM/QSE&

g

THERMAL PAD COOLING
(REMOVES HEAT FROM PCB AND
TRANSFERS ITTO THE METAL CASE)

FULL TWO YEAR WARRANTY AGAINST MANUFACTURING FAULTS
FREE EMAIL & FORUM SUPPORT
SUPPORTS THE BLOG FOR NEW CONTENT, TUTORIALS AND PRODUCTS!

GENUINE GUARANTEE:
BEWARY OF INFERIOR
RTL-SDR BLOG COUNTERFEITS!

https.//www.rtl-sdr.com/buy-rtl-sdr-dvbst-dongles/

RTLj
SDRe


https://www.rtl-sdr.com/buy-rtl-sdr-dvb-t-dongles/
https://www.rtl-sdr.com/buy-rtl-sdr-dvb-t-dongles/

HackRF

https://github.com/portapack-mayhem/mayhem-firmware


https://github.com/portapack-mayhem/mayhem-firmware

Flipper Zero

pl\//rag,s;§
o = =

—_—

LCD Monochrome Display —-—/@ P

=, = . .
Low power, sunlight readable w_ Mb"*— S Directional Pad & Back Button

=
= Menu navigation
E IS -
GPIO Headers L )

-~

:. ’ PPEH 5V tolerant :U:I::: :‘1 Reciever
Sub-1 GHz Antenna ﬂ, £ R
100 m range 2 ‘1% USB Type-C

Charging and FW flashing

Low power MCU

STM32WB55 MicroSD Card Slot
UMLEASHED A
F I H M w H H E A . 7 days of battery life approximately
iButton Pad RFID Board
1-Wire NFC and 125 kHz

https://github.com/DarkFlippers/unleashed-firmware


https://github.com/DarkFlippers/unleashed-firmware
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SOFTWARE



E] Ggrx 2.11.5 - rtl_tcp=radiopi: 1234, psize=32768

File Tools View Help
> = . o O X | =

100 80 60 40 20 O Receiver Options

0.0 0 O kHz

Hardware freq: 91.500000 MHz

91.500.000

Frequency 91500.000 +  kHz
Filter width Normal
“ilter shape Normal

Mode WFM (stereo)

AGC | Off
Squelch | -150.0dB ©

Noise blanker NB1

Input controls | Receiver Options | FFT Settings

| Audio <
-20

-40
Mo, s~ 10

Gain: ——

UDP Rec
DSP




Options
Title: AM_transmit tutcrial
Auther: Barry Duggan
Copyright: 2020
Description: AM_tr.. tutcrial
Dutput Language: Python
Generate Options: QT GUI

Variable
1d: zamp_rate
Value: 768k

Audio Source
Sample Rate: 48 kHz

Device Name: hwCA  _ce DEV=0

QT GUI Range
1d: volume

Label: Audic gain
Default Value: 1.2
Start: 0
Stop: 10
Step: 100m

Repeat
Interpelation: 16

GNU Radio

Multiply Const

< Add Const

Constant: 1.2

Note
Note: 48khz Carrier

Signal Source
Sample Rate: 768k
Wawveform: Cosine
Frequency: 428k
Amplitude: 500m
Offset: 0
Initial Phase (Radians): 0

QT GUI Time Sink
Number of Points: 4.096k
Sample Rate: 7628k
Autoscale: No

>GNURadio

THE FREE & OPEN SOFTWARE RADIO ECOSYSTEM

Multiply

ZMQ PUB Sink
Address: tcpi/l....0.1:50001
Timeout (msec): 100

Pass Tags: No

Frequency Display  Waterfall Display.

Relative Gain (dB)

R

[ Max vold | Reset

v [ e

L] Dislay R Frecuencis
window: Blackman-t

+z\ 21 kHz, 03.93 B

Time Doman Display  Constelltion Display

1000 ' 0.00
Frequency (kHz)

= baa0

w00 2000 3000

Average

b &

FFT Size: | 1024



Audacity / Tenacity

Tenacity

File Edit Select View Transport Tracks Generate Effect Analyze Tools Help

I"?f Q/k -54 -48 -|'C1|ckt'oStarchomltomng'p 12 -6
Q Xk OL 54 48 -42 36 -30 24 -18 -12 -6
- » ‘ = o

XOMOMeh n~ QAR P gt

ALSA bt \.( default

v -10 0.0 1.0 : u 4.0 5.0 6.0
| . 1 ' | ' ' . 1 ' | . ‘ 1

X Audio Track W Brownian noise
1.0

i 4 1]

v

2 (Stereo)Recordina Cha... ¥ "  default

05 -
0.0 -
05 -

-1.0

1.0

05 -
0.0 -

-05 -

-1.0

e e
Project Rate (Hz) Snap-To Start and End of Selection

44100 — Off v 00hOOMO05650s 00h00mMO05.650s OO h OO m 06 S

Stopped Click and drag to select audio




Terminal

rtl fm -f 100.2e60 -M wbfm -s 200000
-r 48000 - | aplay -r 48000 -f£
S16 LE

rtl 433 —-f 434M
rtl sdr



Interpretation | Analysis | Generator

Name Size
anlernen3x3.t 93 M8
Y-scal
Backup.URHP... 10 k8 1: Complex Signal ® 60 e
Boeserlder.c 303 K8
decodings.bxt 458 bytes steckdose_anlernen
fernbedienun 386MB|| | | noise 00111 i
fernbedienun. 16,6 MB T SNAN WA DAAAAAAAAAAAD AN /\/\/\/‘\/V\A/\/\/\/\/\/\/\ANW\/ . L]
fernbedienun. 18.4M8 | | center: 0.0539 g (VA VA A AW O L TAVAW A ATATAVAVAVAVATATA A AR A AR TR
gen.complex 86.4 MB J-
info.txt 4k || | | Bit Length 104 P
old tar.bz2 19,9 M8 . . o
profile fuzz 13K8|| | | Eror Tolerance: |5 s Investigate Wireless Protocols Like A Boss
protocol_ke.txt 27 k8 7 .
protocol proto s | || Modulation: FsK -
protocol.txt 9 k8 +] 2002 samples selected | 2,00 ms X-Zoom: [424195% |+
Signal View: analog - sam 5
aaaaaaaa676EB‘IGEE{{IGE@Z@FB:EBMG9755239735519h455(af2955hfDf [Pause: 13176 samples]
stackdose_anl 14,2 MB £ Autodetact parameters aaaaaaadFT:768 fcfa7dadlad2e [Pause: 110039 s
fuersencor an 191 M8 aaaaaaaasmﬂﬁ‘leﬂebc]6dﬂ]8db54bc6637ads5b6]Bkﬂbaaazﬂlzkeczbaiﬁ [Pause: 13002 sanples]
roreonoor o 1aoms 16de20f0c f&f88d7 7 [Pause: 12133 samples]
tuersensor an 0.4 MB v/ show Signal as | Hex ~ || aaaaaaaab7686768 fcfa7dad10d20 [Pause: 1049346 samples] -
tuersensor-an. 421 ke
tuersensor-an. 273 k8 Y-Scale
2: Complex Signal
tuersensor-an. 2,5 MB e e ®jlojle
tuersensor-an. 156 kB steckdose_anlernen2
URHProject.x... 5 K8 |
versch_tage.. 29M8| | | Noise 0.0111 P
Center: 0,0000 = |
Bit Length: 100 P |
Error Tolerance: |5 < ‘
Modulation: FSK . ! g
+| 0 samples selected | 0,00 ns X-Zoom: [100% P
SRR analog, "1 110101010101010101010101010101010100110100111110110011010011111011101001001100001011011010111101011101101100001100011101101101011100101000111101011010011001110010011000 | *
VS ——— 01010011101000011111111010001110011100001011101001001110101101101008011011011010101080110110108910101100111000110101800101011111100110100110010800001100100110108010001
E 0010010011110111011001001111101110011009101111101010001010110111001000011011001000110010080110011011001001101110100 [Pause: 26660 sanples]
101010101010101010101010101010100110011101101000011001110110100011111001111010010101601011100100100101010110011110111010011101110110011000 [Pause: 3892888 samples]
7| Show Signal as | Bits ~||10101010101010101010101010101010100110100111110110011010011111011100110111100001011011011001001010100010111110110100101111600110011000111011101011010011001111010111001 -
Compare your protocols here =] P search vl - 1 - |9 RsSI: 0,12 Timestamp: 9,20 s (+9,12 5)
~ V5 New Group 1023 4 5/6 7 8 9 10111213 14/15 1617 18/10 20 21 22|23 24|25/26/27 28 20 30 31|32 33 34 35 36/37 38 30|40/ 41 42 43 44|45 46 47 48 49 50 51|52 53 5/
v steckdose_anlernen
7| Steckdose salermans 2(A) (2 a a aaaaa9a7doa’7d2ds8070e000031b60330001004030014°f74809cs539
Participant: 2B) a2 a a a aaaab7 68676806 1b603378e28090000
not assigned
3(8) 2 aaaaaaad®a’doa’7d3200701b603378ce289ec001040 2CHIERE: o o7 faaoc0
Bob (B)
4() [a a aaaaaaga7doaid0378e2890000
5() |2 aaaaaaa6768676813207078e2891b603300000000=2437a62529bS8GE
6(B) 2 aaaaaaab7686768031b60330000
Hex "/78) |2 a aaaaaab76867681a20701b603378e289000¢c620e66adscsdoc7ec
Dewhitening Special, “/8(A) |a aaaaaaa676867680378e2890000
Decoding errors for block
g 9(A) (2 a a aaaaa6768676813207078e2891b60330000000150ba4e2445abss3
Analyze ~ 0@ 2 a aaaaaa6?7686768031b60330000
Show these participants: 1@ 2 aaaaaaab?7 6867608 1a20701b60337686ce289000¢c620¢Ff3a218a9o5846890
v
1] ot ansigned 22)(2 a a a aaaa676867680378e2890000
V) Alice (A
e (W) 13() 2 a a a aaaa67686 7681320707 8e28091b603300000002a-fbaboa7o0cile
48 a aaaaaaa6?7686768031b60330000
15(8) 2 a a aaaaa67 6867608 1420701b66033768ce289000¢c621009cs2098503cd-?2
6|2 a aaaaaa67 686768037 8e2890000
27(8)(2 a a a a a a a6768676813207078e2891b603300000003c14sebeolhb7dHr
18(B) a aaaaaaab?7686768031b60330000
Mark diffs in protocol
19() a a aaaaaa6?7 686768 1420701b6603378e289000¢c62119393bo0Tfe3sase

Show only diffs in protocol

Show only labels in protocol 20 (A

21(B)|a a a a a aaa67 686 768031bs03230000

aaaaaaa67 686 76281760707 8e238291b6o0330000000409T fbef2actfosa

v

Bit: |0000011001110010 Hex: 0672 Decimal: |1650 4 Column(s) selected
Show these protocol labels: Label values for block #3
default ik 4 Name Value Type Value
v| Preamble Preamble Hex aaaaaaaa
V| Sync
v Length Sync Hex 9a7d9a7d
v Type
v DST Address Length Decimal 50
v SRC Address
¥ Sequence Number Type Hex 0070

DST Address  Hex 1b6033

SRC Address  Hex 78e289

Sequence
Number Decimal 3221202034


https://github.com/jopohl/urh
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